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NetBIOS Enumeration : J4l ¢4 @

&l 8990g sleasls o as cwl IS5, (Network Basic Input/Output System) U NetBIOS
Sy r g oy )5 ()5 o Sonsls pU (IMST Sa by (nl )0 098 o0 eolitinl ilie (5,185 ST sl 4
oS ed o enumdlinux L js04 ;0 nbtstat ol le Il 0iS o gl 5l | ool aislds Sesl a
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9 Ages &y D20 o yiules Iy ool arllds STusl 4 &ls g og,S oy, 5 SV B SWRS ol
Domain Ad-" sl oleey,5 5 “Guest” L “Administrator” ocle o) )5 o6 Jolis conl Soo

Lol uio Brute Force asb gom Odles> gl p Sledbl ol .ol “mins
S |, B0 P owowe oy, S g o)l p,l5 as cul enum4linux 9> 5! P IR RRN KA RPW-y
AL (SY LS aSl ey S e

Starting enumdlinux v0.9.1 ( http://labs.portcullis.co.uk/application/enumdlinux/ ) at 2026

........... 192.168.1.100
RID Range ........ 500-550,1000-1050
Username ......... v
Password ......... v
Known Usernames .. administrator, guest, krbtgt, domain admins, root, bin, none

[+] Got domain/workgroup name: WORKGROUP

Nbtstat Information for 192.168.1.100

Looking up status of 192.168.1.100
TESTSERVER <00> - B <ACTIVE> Workstation Service
TESTDOMAIN <00> - <GROUP> B <ACTIVE> Domain/Workgroup Name

TECTSEDVED P 1 L.

0B AAFPTTUE~ Fala Caruar Carvuiea

SNMP Enumeration : sg0 5 @

asle als sleolliws co pow sl (Simple Network Management Protocol) b SNMP
Community ;l colasl b S Se Enumeration SNMP 5 05 o coliiul lazdsw g o 55,
e 0] Cncd 0le S o oy (o s olKws wledlbl 4 “private” L “public” usl. Strings
0l (S )8 (S g Jed S,

¢snmpenum L snmpwalk :oslatsl LG sla,l5h)

snmpwalk -v1 -c public 192.168.1.1

s a5 Sl SleMbl 5 0iS' e 7l Sl | oKiws (Object Identifiers) L OID olos jgiws oy
ol 5o slews hgy ol il 2,3 i Community String 51 .oes o olis | olfiws pb L Jole
.Q)Lb @LMJL—M) s.i......:) Lol




NMPwv.Z - B:: B
SNMPv2-MIB: :sysObjectID.® = OID: NET-SNMP-MIB:
DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (12345678) 1 day, 10:17:36.78
SNMPw2-MIB: :sysContact.® = STRING: admin@example.com

SNMPv2-MIB: :sysName.® = STRING: TestRouter
SNMPv2-MIB: :sysLocation.® = STRING: Data Centexr, Room 101
SNMPv2-MIB: :sysSexrvices.® = INTEGER: 72

IF-MIB: :ifNumber.® = INTEGER: 3

IF-MIB: :ifIndex. INTEGER: 1

IF-MIB: :ifIndex. INTEGER: 2

IF-MIB: :ifIndex. INTEGER: 3

IF-MIB::ifDescx. STRING: lo

IF-MIB: :ifDescr. STRING: etho

IF-MIB: :ifDescr. STRING: ethl

IF-MIB: :ifType.1l = INTEGER: softwarelLoopback(24)
IF-MIB: :ifType.2 INTEGER: ethernetCsmacd(6)
IF-MIB: :ifType.3 INTEGER: ethernetCsmacd(é)
IF-MIB::ifMtu.l = INTEGER: 65536

IF-MIB::ifMtu.2 = INTEGER: 1500

IF-MIB::ifMtu.3 = INTEGER: 1500

IF-MIB: :ifSpeed.1 = Gauge32: 10000000

IF-MIB: :ifSpeed.2 = Gauge32: 1000000000

IF-MIB: :ifSpeed.3 = Gauge32: 1000000000

IF-MIB: :ifPhysAddress.1l = STRING:

IF-MIB: :ifPhysAddress.2 = STRING: 00:11:22:33:44:55
IF-MIB: :ifPhysAddress.3 STRING: O0:aa:bb:cc:dd:ee

b (oo 2 slo i Jold Yoora (29>

b ol Gl g e (ol o aile piasw Sledb! SY'S

MAC .01 5 cundy cias s g5 diile 4l sl o il SLS 5> AF

IP sla ool g oais Jlo,V 8L 0 slocss sloas forwarding ok IP (L1 TP
UDP , TCP o 55, 5| s, TCP/UDP

LDAP Enumeration : 5., ¢ @

ey o las,eiS pls Copaw sl Lightweight Directory Access Protocol) L LDAP
Slosle L3l g laeg,5 (ol 5 5 @ledlbl ¢ oy, (pl ,o 040 o0 oolaiwl Active Directory ool 55
AsS oo odnline Jls o a5 ail o JXplorer U ldapsearch  Lols e |l ogi o 25!

ldapsearch -h 192.168.1.50 -x -b "dc=example,dc=com’

P9y (rlaes (oo lis plasle il g Jeeal o oled Sledbl ol jon 4y oy )57 g ()] 2,15 51 (S Hgis ]
ol Sl> Active Directory o caxs bli oluls ol

# Administrator, people, example, com

dn: cn=Administrator, ou=people,dc=example,dc=com
objectClass: top

objectClass: person

objectClass: organizationalPerson
objectClass: user

cn: Administrator

givenName: Admin

sn: User

mail: admin@example.com

userPrincipalName: admin@example.com
description: Built-in administrator account

# tahasoltany, people, example, com
dn: cn=tahasoltany,ou=people,dc=example,dc=com
objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: user

cn: tahasoltany

givenName: Taha

sn: Soltany

mail: taha@tbzmed.ac.ir

userPrincipalName: tahasoltany@example.com

description: IT Specialist at Tabriz University of Medical Sciences
telephoneNumbexr: +98-123-456789

3,0 aslsl Enumeration glgl oy
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