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Operating System IP Initial TTL TCP Window Size
Linux B4 5840

Google customized Linux B4 5720

FreeBSD B4 65535

Windows XP 128 65535

Windows Vista, 7 and Server 2008 128 H192

Cisco Router (105 12.4) 255 4128
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Active Scanning

nmap -sn 192.168.1.6/24 ML‘) d*i‘w 61-“‘\*-“‘-’ g_JLV")‘ L’ 65M>‘ )ia’ ‘LJ’i’ﬁ) L)"‘ )‘5

Starting Nmap 7.94 ( https://nmap.org ) at 2025-81-10 14:22 f’bs as “'\"Sgs" o {UDP L ICMP. TCP
Nmap scan report for 192.168.1.1 ‘5 y ly & W o o led asly o l_cow_._w_w
Host is up (0.0036s latency). =@ u*"?) 2 . J o N

MAC Address: 90:11:22:33:44:55 (Cisco Systeas) e )lnlosd co obo, BB Sl ol el SIuSS
Nmap scan report for 192.168.1.10 nmap -PE L’ nmap il )9:-“& L’ anap sl
Host is up (9.0015s latency). Ol g oo solaiwl ¢S Sl ol Kali uSgd jo

MAC Address: AA:BB:CC:DD:EE:FF (Intel Corporate)
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Nmap scan report for 192.168.1.15
Host is up (8.8821s latency).

Nmap done: 256 IP addresses (3 hosts up) scanned in 3.12 seconds
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Ping Sweep 5 Pinging

Slacgome PING SWeEEP 0 .4 L covd 57wl piwaw Ll a5 sy ol o JECho Reply il o
ol sl FpINg osle 6,5l 0l cavots Jbd slapinsw Cand b aigh oo Kow 5045 & jg0a lIP )
a1yl 58 asid glul g by Loy o,b 0 Sledlbbl ( Jlad slapinns anseild yogdle (g, ol clcwulio (IS

fping -a -g 192.168.1.8/24

alive

unreachable

alive

unreachable
192.168.1.10 is alive

Port Scanning

FTP L HTTP. SSH ol cols sla g slp lap] 5l (S0 aS ol &9 FOOYF (glls ninens ;o
Loyl 69y (@B gy 4z g aiiiwd b lacs g plaS 4 040 o ), POrt Scanning ;s .aigs oo solarn!

LNmap |5l coul Sho b pisaa] 5 695,5 bl olulid gy Sledbl oyl sd o 1,2
898 oo oolal UDP 3 TCP Sl 51, nmap -sU L nmap -sS -p 22,80 IP sl 1,500
a8 loens s 0340 ploul Stealth Scan L SYN Scan. TCP Connect & o ol oo b Sl
Jle 5 0SS Sluled 1) et S dualle o8 5 808 adad &ygn bt 5l s o] Jugoes I any Lo

Bl (0 VY Sjgr o9 5b oaims (LaS g oal plxl Ae 5 VY &9 99 (59, 5k des (Sl S0 5

nmap -s5 —-p 22,80 192.168.1.18

Starting Nmap 7.94 ( https://nmap.org ) at 2025-01-10 14:40
Nmap scan report for 192.168.1.18
Host is up (0.0021s latency).

PORT STATE SERVICE
22/tcp open ssh
88/tcp closed http

Nmap done: 1 IP address (1 host up) scanned in ©.45 seconds

Wardialing
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svmap 192.168.1.8/24

| SIP Device Scan Report |

Host: 192.168.1.1@

Port: 5860/udp

Response: SIP server detected
User—Agent: Asterisk PBX 16.x

Host: 192.168.1.15

Port: 5660/udp

Response: SIP endpoint detected
User—-Agent: Grandstream HT862

Host: 192.168.1.22
Port: 5060/udp
Response: No SIP response

Scan completed: 256 hosts scanned a- devices found.

Wardriving

S (Soid bae 10 WIFFIL g GPS 4 jpme blge b U] 5l eolainl b (S Sa ¢ oy, ol 5o
! NetStumbler { Kismet ol sl Il oS Slobs |y cw iws b paw o sloaSs b oiS o
CunBge g JuKiw &,08 (WEP/WPA) 5,135 50, £ SSID ol Sledbl .aigds oo oolawl IS oy
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£y olyor &y s sl (S1 (sl concd 098 o 0amlin aS jglailen a2 o daowe I 5 Sl 4Kl

Db oo ool las T 4 ate ol 8l slass g 6,55,

kismet -c wlan®

Kismet Server Started
Detected Networks: 3

Network:
BSSID: AA:BB:CC:DD:EE:FF
Channel: 6
Encryption: WPA2
Signal: -u45 dBm
Clients: 2

Network: OfficeNet
BSSID: 11:22:33:44:55:66
Channel: 11

Encryption: WPA3
Signal: -68 dBm
Clients: 5
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A New Pulse

anp.tbzmed.ac.ir

@ anp@tbzmed.ac.ir
anew_pulse



